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duties. Each component also shall
adopt procedures to prevent the acci-
dental disclosure of records or the acci-
dental granting of access to records.

§ 16.55 Contracting record systems.
(a) No component of the Department

shall contract for the operation of a
record system by or on behalf of the
Department without the express ap-
proval of the Attorney General, the
Deputy Attorney General, or the As-
sistant Attorney General for Adminis-
tration.

(b) Any contract which is approved
shall contain the standard contract re-
quirements promulgated by the Gen-
eral Services Administration to ensure
compliance with the requirements im-
posed by the Privacy Act. The con-
tracting component shall have respon-
sibility for ensuring that the
contracter complies with the contract
requirements relating to privacy.

§ 16.56 Use and collection of social se-
curity numbers.

(a) Each system manager of a system
of records which utilizes Social Secu-
rity numbers as a method of identifica-
tion without statutory authorization,
or authorization by regulation adopted
prior to January 1, 1975, shall take
steps to revise the system to avoid fu-
ture collection and use of the Social
Security numbers.

(b) The head of each component shall
take such measures as are necessary to
ensure that employees authorized to
collect information from individuals
are advised that individuals may not be
required to furnish Social Security
numbers without statutory or regu-
latory authorization and that individ-
uals who are requested to provide So-
cial Security numbers voluntarily
must be advised that furnishing the
number is not required and that no
penalty or denial of benefits will flow
from the refusal to provide it.

§ 16.57 Employee standards of conduct.
(a) Each component shall inform its

employees of the provisions of the Pri-
vacy Act, including the Act’s civil li-
ability and criminal penalty provi-
sions. Each component also shall no-
tify its employees that they have a
duty to:

(1) Protect the security of records,
(2) Ensure the accuracy, relevance,

timeliness, and completeness of
records,

(3) Avoid the unauthorized disclo-
sure, either verbal or written, of
records, and

(4) Ensure that the component main-
tains no system of records without
public notice.

(b) Except to the extent that the Pri-
vacy Act permits such activities, an
employee of the Department of Justice
shall:

(1) Not collect information of a per-
sonal nature from individuals unless
the employee is authorized to collect
such information to perform a function
or discharge a responsibility of the De-
partment;

(2) Collect from individuals only that
information which is necessary to the
performance of the functions or to the
discharge of the responsibilities of the
Department;

(3) Collect information about an indi-
vidual directly from that individual,
whenever practicable;

(4) Inform each individual from
whom information is collected of:

(i) The legal authority that author-
izes the Department to collect such in-
formation,

(ii) The principal purposes for which
the Department intends to use the in-
formation,

(iii) The routine uses the Department
may make of the information, and

(iv) The practical and legal effects
upon the individual of not furnishing
the information;

(5) Maintain all records which are
used by the agency in making any de-
termination about any individual with
such accuracy, relevance, timeliness,
and completeness as to ensure fairness
to the individual in the determination;

(6) Except as to disclosures to an
agency or pursuant to 5 U.S.C.
552a(b)(2), make reasonable efforts,
prior to disseminating any record
about an individual, to ensure that
such records are accurate, relevant,
timely, and complete;

(7) Maintain no record concerning an
individual’s religious or political be-
liefs or activities, or his membership in
associations or organizations, unless:
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